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All the enforcement systems are securely connected using 128 bit encryption, to a State
Central Control Room with a Datacenter installed at the Office of the RTO(Enforcement)
~ Trivandrum.

The connectivity between Enforcement systems and Control room is done using 10T sim
cards which are programmed to communicate only with the Static IPs of the Datacenter.

Access to devices at sites can only be done by personnel having valid software certificate
authorized by keltron. Only pre-authorized Laptop with known credentials can log into the
system for maintenance purposes. This software certificate will not work in another laptop.
Access to the Field device is limited to maintenance purpose only. Access to data is not
possible for the field maintenance staff,

Physical entry to the data centre is restricted using a secure access control device with only
fingerprint or facial recognition authorization. ,

The security of the Datacenter is managed using high-end Firewall devices from Checkpoint
by a team of System Administrators and Managers from Keltron.

The connectivity to the Central Control Room is restricted to 14 district control rooms using
secure VPNs created using firewall devices and Static IP’s.

The applications used for verification of violations can be accessed only through a specific set
of IPs provided in the VPN. Internet will not be accessible on these IPs.

All data download, server management, Data backup is done by the Keltron System
Administrator. This data is managed by a 3-level team employed by Keltron as follows

Data collection is required for improving Al models and debugging processes due to ever-
evolving technology. For the project to run successfully, this procedure cannot be avoided.
policies for data collection should have prior intimation and approval from KELTRON. Data
will be provided by keltron only with prior permission from MVD. Such data collected should
be used for training and debugging purposes only. Data should not be sent to any other 3rd
party. ;
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