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Read: - 1. G.O.(P) No.2472009/TTD dated 29.09.2009.

W aovmr«mommm ‘%/

Abstract
Information Technology Department - Hosting of websites in State Data Cmtre after
sacxmty auditing ~ Guidelines - - Approved - Orders issued,
Infurmatmn Technology (IT Cell) Department,

No 43/20151TD fnmd,muummm uram, 01.10.2015.

GO,

2. G.O.(Rt) No.17/2011/ITD dated 24.01.2011, -
3. Minutes of the meeting of the Apex Committee on e—Gawmnw held on

16.07.2015.

More than 50 websites under Government of Kerala were defaced in
the month of April, 2015. Statistics clearly shows that hackers all over the world are
targeting websites of various Governments and India stands among the top in the list
of affected nations. Since the Government of Kerala is quite’ advanced in e-
Guwmm and set a role model for othér States in Inii‘ia, continuous defacements of
wdbs:tes show the Government i in poor light in terms of security of its mGovcmanm
domain,

2. While analyzing the defhu:d websites, it is found that all of them are,
hosted outside the State Data Centres and majority of these are devclopcd using

Joomla and other open source Content Management Framework. Mmﬂy. the attacks
are a result of the secumy patches for the software platform and framework not being

updatesd on the servers. Security vulnerabilities in a'website/application hosted in a
~ co-hosting server at State Data Centre may adversely affect other applications hosted

on the same server whmh may lcad to mass defacement.
3. Due to the increase in the number of dct‘memmt of Gwemmmt
websites, Safe to Host Security Audit certificate has been’ mandated for hostmg

wcbsamiapplmat;m in Statc: Data Centres under Kerala State IT Mission. At both
State Data Centres, different levels of security measures have been ;mphmem::d at
both server and network layer whmh has sqgmﬁcnnxly helped reduce security threats.




However, it is noticed that certain d«:pammm host mm wcbmcs mxtmde State Data
Centre to bypass security audits. - , B
4. The Apex Gmumttm on mﬁomama held on 16.07. 2015 has
mwmmdad to host all Government websites at State Data Cmtre subject to the
condition that expensé required for the metmodogy upgradanon for the purpose cfr,
hosting at State Data Centre should bemetby th&Depanmentmﬂwmd and to get
website swml:y audit done before cw:n ifitis wmdz State Data Cznm :
3. Guvmment have examined the matter in detail and mdm tlm ﬂuz |
fuﬂowmg guldelmts should be fol]uwed by all depmmems and apphcaman _
dwelopmentf maintenance teams:
i Govmnmcnt web applmanms sabau be hoswd at the State Data Centre (SDC} ,
that provides hosting services with adequate security cantmls at mumm!
~ charges. The State Data Centres are ISO 27001 certified in relation to
Information Smumy Hence, the Departments shall avail Spe facﬂuy in
hosting any web applications rather than incurring charges for external
hosting service providers not certified for any ISO security standards

ii. The cxpms; required for the technolﬁgy upgradation for the purpose of
hosting at State Data Centre shall be met by the Department commcd. |

- websites, Scwmy audxtmg ufﬂm appzicauﬁn by CERT-K or arny CBRTJN
empanelled agency has to be carried out in the hosting mvmnmcm A copy
of the smmy cemﬁcatc shall lw provided to the hosting scmw provider,
The bosﬂng scmm pmwder should allow hosting on pmdncnon servers mﬂy |
aﬁcr rcmvm,g security audit certificates ‘which needs to be mai’ntamcd in

iv. Any Hmtmg Service Provider that hosts Gow:mmmt web sst shouw lmrer

sufficient credentials to provide a secure hosting environment along with L

capabilities for ensuring Reliability, Availability, Smlabﬂny, I)afla R.clmtmn_




and Backup, Re:dundamy and Disaster kmovery The Data Centre should
" have multiple levels of sccurity measures and controls implemented and
should be audncd once in a year by Third Party Auditors for Information
&cunty against global ﬂandards such as ISO 27001.

V. Security audit certificate also needs to be submitted along with Sub-dommns .
registration requests to Information & Public Relations Department. | |

vi. Director, Kerala State IT Mission is authorized to order de-allocation of the
domain name and pull down Government web sites if security audit has not
been dnne or if security level of the site is found to be msuﬁicim at any point
of time. ‘

vii.Onee audited and hosted, the department shall inform the hosting service
" pmwd‘et of any.subsequent changu to, the application. The prcmdc:: shall
verify the technical changes and evaluate if a subsequent murity audit is
required before the changes are deployed on the production server. If changes
to the apphcmlm have been d&ployad without intimation to the hosting
saewm: provider and without a subscqutm security audit, Dnmmr, Kerala

State IT Mission mzmcs the nght-to de-allocate domain name and pull down
the web site.. o

viii; Periodic security auditing is also necessary; the department should get the
sites audited once in every 2 years by a CERT-IN empanelled agency. Hence,
when work order is given to a CERT-IN empanelled agency, it may consider
multiple audits over the years to be included.

ix. Contents of the websites/applications shall not be against the interest and
mpumuon of Government of Kerala,

x. The w::baum in Government. domain should fc»umv various secumy ,
guidelines/standards as specified by State or Government of India.




xi. The department is required to submit any application logs and dumps that are
required by CERT-K forwy miysts o C
“Xii.A Government website that has been deﬁud shall be shut down. rﬁmm, lit‘
shall be enabled in production only afler a subsequént Security Audit is done
~ and the audit certificate submitted to the hosting service provider. |
e (By Order of the Govemor),

L  PHKURIAN
Principal Secretary to Government -

All Departments in Government Secretariat / Head of the Departments /
.  District Collectors ‘ P
. The State Informatics Officer, National Infommm Centre, Vellayambalam,

The Director, Kerala State IT Mission, Vellayambalam, Thirsvananthspuram

The Director, Standardisation Testing and* Quality Certification, Akkulam,
- ~ Sreckariyam Road, Sreckariyam, Thiruvananthapuram - 695 017
The Director, C-DAC, Vellayambalam, Thiruvananthapuram =~
. The Registrar, C-DIT, Thiruvallam, Thiruvananthapuram
- The Information & Public Relations Department _
~The Principal Accountant General (Audit) Kerala, Thiruvananthapuram
The Principal Accountant General (A & E) Kerala, Thiruvananthapuram
The Web-& New Media, Information & Public Relations Department

LoE

Forwarded /By Oder
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GOVERNMENT OF KERALA
Abstract
Electronics & Information Technology Department — Guidelines for engaging the Security
Auditing Agencies- revised - orders issued

ELECTRONICS & INFORMATION TECHNOLOGY ( C ) DEPARTMENT
G.0.(Ms)N0.44/2021/ITD Dated, Thiruvananthapuram, 22/12/2021

Read:- 1.GO(MS) No.8/2019/ITD Dated:22/04/2019
2. Letter No. CERT-K/11/2018-KSITM/646 dated 19/05/2021 from the Director,
Kerala State I'T Mission.
ORDER

As per the Government order read as Ist paper above, Government have issued
guidelines specifying the rates and procedure for conducting security audit of
websites and applications. Two CERT-In empaneled home grown startups viz.M/s
Mirox and M/s Value Mentor Consulting LLP have been authorized for doing security
auditing for applications and websites of State Government entities, At present M/s Value
Mentor Consulting LLP is not in the list of agencies empaneled by CERT-in rendering
M/s Mirox Cyber Security & Technology Pvt Ltd the only authorized agency to conduct
security auditing for Government of Kerala establishments which is causing inordinate
delay for completion of the security audit assignments received from State Government
entities.

As per the letter cited 2nd,the Director, Kerala State IT Mission has requested
Government to revise the guidelines for security auditing of software applications.
Government have examined the matter in detail and are pleased to revise the
guidelines for security auditing of websites & applications in following terms:

1. All agencies having valid CERT-In empanelment in the country are eligible to carry
out the various categories of security auditing tasks from establishments of
Government of Kerala.  The various categories of security audit include the
Vulnerability Assessment & Penetration Testing of Websites/Web application/Web
services/Mobile Application, Network Security audit, VAPT Server Security Audit,
Log audit etc.There will be no difficulty to carry out the security auditing
procedures as the audiling agencies are connected remotely to the testing
environment for audit purpose.
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6.

To,

It is mandatory for Government departments/entities in the State to obtain at least
three quotations from amongst the CERT-In empanelled agencies to determine the
lowest price in procurement process for availing the service for security audit. In the
case of internal network security audit, the audit agency must visit the local
environment for carrying out the audit.
CERT-K shall undertake security auditing in exceptional cases with prior approval of
Director, Kerala State IT Mission in the following case:
i.Applications which have to be made live in the production server for a limited
time period, or if the total time period is less than or equal to one year for
production server hosting at State Data Centre.
ii.A critical service/application which has to be made available to the citizen on
an urgent basis. The initial security auditing for hosting those applications
at State Data Centre shall be conducted and hosting will be allowed for 6
months. Certificate from a CERT-In empaneled agency has to be obtained
within 6 months failing which the service/application would be removed from
the production server environment without prior intimation.
The static websites which are developed using HTML codes / Content Management
Systems (CMS) like Drupal, Word Press etc are exempted from the additional
security auditing from CERT-In empaneled agencies on the condition that no third
party plugins are used. The Department Organisation has to regularly update the
CMS as and when the patches arc released. The periodical audits must be carried out
once in every two years through CERT- K.
Departments / Organisations shall get the websites/web applications audited
once in every two years by a CERT-In empaneled agency to ensure periodical
auditing. Kerala State IT Mission would ensure the periodic checksof the auditing of
various applications.
Certification by NIC/C-DAC after the internal audits certified by its technical
directors will not be considered to have authenticated security audit.

(By Order of the Governor)

BISHWANATH SINHA
PRINCIPAL SECRETARY

The Director, Kerala State IT Mission, Thiruvananthapuram

The Registrar, High Court of Kerala, Ernakulam (with C/L)

The Secretary, Kerala Public Service: Commission, Thiruvananthapuram (with C/L)
The Director General of Police, Thiruvananthapuram

The Advocate General, Ernakulam

All Departments in Secretariat (including Law and Finance)

All Heads of Departments (Through.administrative Departments)
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Chief Executive Officer/Managing Director of All PSU s/Autonomous Bodies
(Through Administrative Departments)

All District Collectors

The Registrar, All Universities in Kerala

M/S Value Mentor Consulting LLP, Infopark, Thrissur (Through KSITM)

M/S Mirox Cyber Security & Technology Pvt Ltd, Technopark, Thiruvananthapuram,
(Through KSITM)

The Account General (A &E), Kerala, Thiruvananthapuram

Stock File/ Office Copy

Forwarded/ By Order
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